


Key Perspectives

Who is the Adversary?

Understanding the Cyber Attack Lifecycle

How Attacks Happen




Challenges and Change Introduce Risks

Social, Mobile, Analytics, Cloud

A
Organizational

Risk

Risk

Exposure Internet of Things

Application Economy

Consumerization of IT

Decreasing
Visibility
and Control

Rate of Change/Complexity
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Reliance on Multiple Layers of Service Providers




Exploring Actor Motivations

These are not mutually exclusive
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The Advanced Adversary

Majority of adversaries are just doing
their job:

* Bosses, families, bills to pay.
«  Want to get in, accomplish their task, and get out (un-detected).
* Goal isn’t making your life hard.




The Advanced Adversary

Increase the cost for adversaries.




Cyber Attack Lifecycle

N AT

Reconnaissance = Weaponization Exploitation Installation = Command-and-Control Actions on
and Delivery the Objective

Unauthorized Access

Unauthorized Use

There Is no predictable path for the
advanced adversary.




Reconnaissance

|ldentify a specific target within an organization:

Join| Login

SOU RCE Search

Presenting a Webinar?

Enterprise Security
Protecting Critical Assets

Leading a new era in cybersecurity by
protecting thousands of enterprise,

‘ government

Protect your company

Our amazing new product provides
unprecedented protection from 100%
of all threats. You will never need to
buy anything else.

Channel RSS Feed
)

(12,000 Subscribers) eading a new era in cybersecurity by

rotecting thousands of enterprise,

andboxing is enough

ding a new era in cybersecurity by
ting thousands of enterprise,

Standalone IPS

Leading a new era in cybersecurity by
protecting thousands of enterprise,

= Content from
corporate websites

= Third-party sites to
identify key targets

= Common search
techniques



Reconnaissance

| List of Attendees at a “National
Simple Google Search Defense Industrial Association”
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Reconnaissance

ldentify the tools used to protect an organization

Checkpoint Firewall Expert - Info Security Sr Advisor
States

This Firewall Engineer is an expert with CheckPoint firewalls and maintains
enterprise information security policies, technical standards, guidelines,

g Experience

Sr IT Security Analyst
B I =
. b =1 = = —3a - -=a - 33 1 - S-S |

4

Significantly increased Web Security by engineering and installing FireEye Web Malware Protection

System devices across the enterprise resulting in immediate detection of zero day malware attacks on
the network.




Preventing Recon

People
&
Process

Nothing the Adversary
Did Could Have Been
Prevented by
Technology




Exploitation

Exploiting the user

-
@ & https://mall.academl.com/owa/auth/logon.aspx?replaceCurrent= 14url=https%3a%2 M2 fmall.a e |

\ Operation Pawn Storm

Outlook Web App

Security ( show explanafion )
(») This is a public or shared computer

This is a private computer
Use the light version of Outiook Web App
User nama:

meord:v

Exchange

Connected 1o Microsoft
© 2010 Microsoft Corporation. Al rights reserved.




Exploitation

2

Exploiting the software

1 Exploit




Exploitation

People:

= Training to recognize phishing attempts and be
careful with credentials.

Process:

= Keep software patched to reduce the attack surface.

= |f you can’t patch systems, limit access via user-based policy.

= Deploy solutions that can prevent exploitation on the endpoint
and network, even those that have not been seen before.

» Use systems that learn from new exploits and can stop them
in real-time.




Delivery

Technology ;

Technology Becomes
Critical to Preventing
Advanced Attacks




Delivery

Delivering the Exploit

-

Spear Phishing

Attackers with a Watering Hole

specific target _
AKA: Strategic Web Everything Else
Compromise for
attackers targeting Malicious USB
people with specific Drives, Network
interests Exploitation, etc.
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Installation

Myth Reality

£/
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Highly customized and Off-the-shelf tools are the
unique tools are used for most common method
every attack. of attack.




Common Tools
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Common Tools

Welcome Trisl Version User

CyberGate

cybergate download
cybergate rat download
cybergate cracked
cybergate 1.07.5 download
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The Underground Economy

» Advanced P2P ( Pear 10 Pesr ) Botnet For Sale, P2P botnet the decantrallzed botnet [ Crmpnpruscit | « Numadmid

Nogawenn na veny | CosBunrs apyry | Sep ann

Homow

Fr——
Cooliuswni: 3
Perucrpimann: 29,11, 54
Nomacoatens MY 173179

lpedary

Pulirwwr: < 218>
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P29  Pear to Peer ) botnet for sale. The most sophisticated botnet ever,

This has extreme functianality, You can do whatever you wanna do,

No trace back to owner, No one Police / FBI can't trace you because this & decentralized. bots are not getting commands from & specific server rather from each other.

This botnet will have bootk® if you pay. You can mine bic. Keylog,steal,doc steal socks5 proxy screen shok,add clicking DDos,

You don't have to worry anymore with your 100,000 bots that how long it will alive. Few p2p bots are GameOvar Zeus,Confincker etc.

Tha Current Price s 15k USD. 15,000, Lifetime + source

If you are interested Plesse leave me & PM.

// Coded in fure C++ programming lenguage and My previous botnet was 1AC based. | have created s0 sophisticated worm thase are steal wallet.dat and Doc. millions of doc and wallet.
contact Jabber : wOormhat@jabber.org.uk

P27 {Peer 1o Peer) botnet de vanzare Botnet mai sofisticat vreodath.

Acest lucry are functionaitate extremd, Putetl face orice vrei 53 fac.

Nici o urmna inepol la proprietar. Nimen| Polia / FBL nu putett urmdn pentru cl acest lucru este descentralizatd, robotll nu primesc comenzi de la un server destyl de una de alta

AceEst botnet va ives bootkit dacs platitl. Putep a mea BTC. Keylog, fure, fura doc, proxy SOCKSS, capturd de ecran, & adaugd DDoS dick.

Nu trebuie 53 v facet! gnjl ou dvs, 100,000 de boti care cit de muit se va Wy, Putini robops P2P sunt GameOver Zeus, Confingker etc.

Pregul curent este 15K USD. 15,000, Durata de vistd + sursd

Dacd suntet! Interesat VE rugim 53 (isati-mi un PM.

// Codificata in Pure C + 4 mbaj ¢ programare s batnet mau antertor a fost bazat JRC. Am creat viermeie atat de sofisticat acesten sunt fura waliet,dat 5l Doc. millcans de doc 5l partofel,
de contact Jabber: whrmhat@jabber.org.uk

This is stuped 10 buy then Buy GameQVer Zous to buy or THOR? IT's much batter than thase and pricaless. if you wanna make some maney.

Cosd Orers 65138 e
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“Peer-to-peer Botnet [...] $15,000”
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Preventing Delivery and Installation

Technology:

L

Prevent Deploy a Prevent User-based Block
malware and solution that exploits that policy such as commonly
exploits at the can detect new have never limiting the exploited file-
network level exploits and been seen download of types on your
malware, before on the executable network
dynamically endpoint files from the
updated your Internet

protections
across AV, URL
and DNS.




Command and Conftrol (C2)

Communicating with infected hosts and providing instructions

Myth Reality

Customized protocols, HTTP is most common
with unique encryption for custom backdoors.
types are used for CnC.




New Strategic Approaches to Security Are Needed

Security Organizations
Are Not Innovating
Fast Enough

= Existing controls ineffective
against new threats

= Controls not

evolving fast Vulnerability Gap
enough Continues to Widen
= Goal: reduce threat
exposure by strengthening
controls
Attackers Are

Innovating Faster

= Sophistication of global attackers
" |ncreasing value of information
= Easier targets

o
T . "% R4 - ~ >\
2?@14_%“0 Networks. Confidential and Proprietary: -
— N, i~ ) p

N oo -



ZERO TRUST NETWORKING




THEN AND Now

How the posture of security
IS changing




Next-Generation Security Platform

L4

*
*
¢
\0

J &

* Q‘\ .

"\
"v

D
/
y,

4
R4
L4
\
\
\

NATIVELY
|  INTEGRATED
|
!

/
y.

NEXT-GENERATION
FIREWALL

S
-
-y

=
-

AUTOMATED

EXTENSIBLE

ADVANCED ENDPOINT
PROTECTION




Detect & Prevent Threats at Every Point

At the
Mobile Device
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Internet Edge
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Between
Employees and
Devices within

the LAN

Prevent attacks, both known and unknown

Integrate network and endpoint security
Analytics that correlate across the cloud

At the
Data Center
Edge and
between VMs

Protect all users and applications, in the cloud or virtualized
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Within Private,
Public and
Hybrid Clouds

Cloud )
ﬁﬁ$-—"—f "J \

/

|




Preventing Across the Cyber Attack Lifecycle

>

e Breach the Perimeter ® e Deliver the Malware ® e Lateral Movement ° Exfiltrate Data ®

B2 D g

Reconnaissance = Weaponization Exploitation Installation = Command-and-Control Actions on
and Delivery the Objective

Unauthorized Access

i

Unauthorized Use
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Delivering continuous innovation

THREAT INTELLIGENCE
CLOUD

T

Aperture

WildFire
AUTOMATED

Threat Prevention
URL Filtering

NATIVELY §
INTEGRATED

EXTENSIBLE

GlobalProtect

NEXT-GENERATION ADVANCED
FIREWALL ENDPOINT PROTECTION
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