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SDDC is the Architecture for Cloud Computing

Standardized, Adaptive, Automated, Holistic, Resilient
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SOFTWARE-DEFINED
DATACENTER

ALL INFRASTRUCTURE IS VIRTUALIZED AND
DELIVERED AS A SERVICE, AND THE CONTROL OF

THIS DATACENTER IS ENTIRELY AUTOMATED BY
SOFTWARE




There Are Two Approaches

Hardware Defined
Data Center (HDDC)

Any Application

HDDC Platform

Vendor Specific
Network

I— Vertical Integration —I
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OR

Software Defined
Data Center (SDDC)

Any Application

SDDC Platform

Any x86

Any Storage

Any IP network



The anatomy of the most agile & efficient data centers is SDDC

Google / Facebook /
Amazon Data Centers

, ® Custom Application

®  Custom Platform

Any x86

Any Storage

Any IP network
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The Choice for “New IT” — SDDC or HDDC

Software Defined Google / Facebook / Hardware Defined
Data Center (SDDC) Amazon Data Centers Data Center (HDDC)
AT A &oftware/Hardware Abstraction

SDDC Platform o & HDDC Platform
- oftware / Hardware Abstraction

Any x86

Vertical Integration

by
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Any Storage

Vendor Specific
Network

Any IP network
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“New IT” will be SDDC

Software Defined Inter- Data Center Hybrid- Data Center
Data Center (SDDC)

Any Application Any Application Any Application

SDDC Platform °

Any x86
Any Storage Any Storage Any Storage

Any IP network

Any IP network Any IP network
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VMware’s Software-Defined Datacenter Strategy

Unified Platform Any Application Flexible Control
Best-in-class VMware Rapid development, automated Choice in datacenter
technologies across deployment and secure consumption automation

the hybrid cloud of enterprise apps and management

d _
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The VMware Software-Defined Data Center
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m Platform

“ Management and Automation
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SOFTWARE-DEFINED DATA CENTER
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A little bit of history...

1993
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itceh# configure terminal

itch(config)# interface ethernet 3/1
switch(config-if)# switchport mode trunk
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switch# configure terminal
switch(config)# interface ethernet 3/1
switch(config-if)# switchport mode trunk




Why Network Virtualization

Physical Network: A Barrier to S _
Software Defined Data Center * Provisioning is slow

« Placementis limited

- - . Mobility is limited
g \4‘; \f « Hardware dependent
SQD « Operationally intensive
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Why Network Virtualization

Solution: Virtualize the Network _ o
* Programmatic provisioning

« Place any workload anywhere
 Move any workload anywhere
« Decoupled from hardware

« Operationally efficient

Network Virtualization Abstraction Layer

Compute Virtualization Abstraction Layer

Physical
Infrastructure
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What is Network Virtualization?

[ Application ] [ Application ] [ Application ] [ Workload ] [ Workload ] [ Workload ]

X86 Environment L2, L3, L4-7 Network Services
Virtual Virtual Virtual Virtual Virtual Virtual
Machine Machine Machine Network Network Network
Server Hypervisor Decoupled Network Virtualization Platform
e —
Requirement: x86 Requirement: IP Transport

gl A
7. 0

Physical Compute & Memory Physical Network
(Dell, HP, IBM, Quanta,...) (Arista, Cisco, HP, Juniper, Cumulus,...)
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Services Distributed to the Virtual Switch
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Security — Complete Isolation

Virtual Networks are isolated from each other
(Overlapping IP Addresses)

Virtual Networks are isolated from underlying
physical network (IPv6 over IPv4)
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The Power of Distribution — Distributed Routing

East-West Layer 3 / Same host East-West Layer 3 / Host to Host
Before NSX With NSX Before NSX With NSX
Distributed Logical Routing Distributed Logical Routing
Nexus 7000 Nexus 7000 Nexus 7000 Nexus 7000

~

4 wire hops O wire hops 4 wire hops 2 wire hops
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The Power of Distribution — Distributed Firewall

East-West Firewalling / Same host East-West Firewalling / Host to Host

Before NSX With NSX Before NSX With NSX
Distributed Virtual Firewall Distributed Virtual Firewall

Nexus 7000 Nexus 7000 Nexus 7000
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Sicurezza: il modello «Zero Trust»
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Why do breaches still occur?

P8
Today’s data centers are protected But threats and exploits still infect servers. Low- Threats can lie dormant, waiting for the
by strong perimeter defense... priority systems are often the target. right moment to strike.

01101
\1O0O1(
11C

Attacks spread inside the data center, where Server-server traffic growth has outpaced Possibly after months of reconnaissance,
internal controls are often weak. Ciritical client-server traffic. The attack spreads the infiltration relays secret data to the
systems are targeted. and goes unnoticed. attacker.
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Security Dilemma

Perimeter-centric network security has proven insufficient, and micro-segmentation is operationally infeasible

N\
( Internet )
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( Internet )
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Little or no
lateral controls

Inside perimeter

Insufficient

Operationally
Vmware Infeasible




Solution: Leverage SDDC Approach for Micro-Segmentation

Hypervisor-based, in kernel
distributed firewalling

Platform-based automated
provisioning and workload

adds/moves/changes Management

Platform

Perimeter
Firewalls
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SDDC Platform — Native Security Capabilities

Hypervisor-based, in kernel distributed firewalling

« High throughput rates on a per hypervisor basis

« Every hypervisor adds additional east-west firewalling capacity
* Native feature of the VMware NSX platform

Platform-based automation
» Automated provisioning and workload adds/moves/changes
« Accurate firewall policies follow workloads as they move

Data center micro-segmentation

20 Gbps Firewalling becomes operationally feasible
throughput per host
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There is a BIG difference...
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Policy Rules Objects — Security Group

= Security Group rule based: Example
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= SECURITY-GROUP-WINDOWS: dynamic membership: Computer OS name contains “Windows”

= SECURITY-GROUP-LINUX: dynamic membership: Computer OS name contains “Linux”
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The “Goldilocks Zone”

< Too Hot Too Cold
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Trading Off Context and Isolation

Traditional Approach

High Context
Low Isolation

Software Defined
Data Center (SDDC)

Any Application

SDDC Platform

A

- No Ubiquitous Enforcement
Any Storage
Any IP network . High Isolation
e p . Low Context

vmware




SDDC Virtualization Layer — Delivers Both Context and Isolation

Software Defined
Data Center (SDDC)

Secure Host Introspection

Any Application > | SDDC Approach

SDDC Platform B e High Context
v Vi 4 High Isolation

Ubiquitous Enforcement

Any Storage

Any IP network

vmware




SDDC - A Platform for Industry Innovation

Software Defined
Data Center (SDDC)

Any Application

SDDC Platform

Any Storage

Any IP network
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NSX Extensibility: Partner Integration
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NSX Use Case — On Demand Micro-Segmentation

PRIVATE ==
v B BB
- \?‘é"j‘xe_mb SECURITY TAG
Database / S
SECURITY GROUP
Isolation Segmentation
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No

Advanced Services

Controlled
Communication Path Communication Path Communication Path
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VMware NSX Value Prop

VMware NSX Transforms the Operational Model of the Network

Innovative Speed &
Business Velocity

Z

Reduce network
provisioning time
from days to seconds

Any hypervisor
Any CMP
with Partners

Operational Automation
Simplified IP HW

L Reduce operational Any Hypervisor: vSphere,
reduced from 7 days to Increase compute asset Any Network Hardware
30 sec. utilization to 90%, Any CMP: vRealize

reduce hardware costs  Automation, OpenCloud
by 40-50% Partner Ecosystem.
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Customer Momentum for VMware NSX: Over 250 Customers

4 0of 5

top investment banks

00
00
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Approfondimenti

VMware Software Defined Data Center
https://www.vmware.com/software-defined-datacenter/index.html

VMware NSX product page
http://www.vmware.com/products/nsx/

VMware NSX hosted evaluation (virtual lab)
https://my.vmware.com/web/vmware/evalcenter?p=nsx-hol

VMware Hands On Labs on demand
http://labs.hol.vmware.com
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