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Data Science PoweredTM Cloud App Security
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Today’s Cloud Security Challenges
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Threats

Targeting
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BYOD + Cloud
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Traditional

Security

Office 365

Refresh

Private Cloud is 

Not Protected
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The genie is not going back into the bottle!
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New Explosive Market:  Security for Cloud Apps

3

$130B Cloud Apps Market by 2020

A New Kind of 

Security Stack  

for this fast growing 

market!

Even Microsoft Turning its 

Sales Model on its Head!  

Subscribe to O365 and get 

Desktop Apps Free!!



Copyright (C) 2015 Elastica, Inc.  Confidential Information.  Do Not Distribute. 

Common Causes Of Cloud Data Breach

• Inappropriate sharing of critical content

• Broad sharing of data outside of specified groups

• Moving restricted data between services

• Sending data to external sources without considering implica

tions

• Failing to limit collaborators to appropriate groups

No malicious intent - just bad practice

• Disgruntled employee

• Dishonest Employee

• Employee leaving to join competitor

• Terminated employee who still has access

• Uploading critical data to personal storage

Determined internal threat – difficult to predict

• Phishing attacks

• Man in the middle

• Keystroke loggers

• Stolen device

• Stolen credentials

• Socially engineered theft

Compromised devices or credentials

Mistake

Three Main Threat Vectors For Cloud Apps

Insider

Hijacked
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Tectonic Shift in the Market 
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Risk Assessment

IDS/IPS

Firewall

eDiscovery

DLP

SIEM

On Premise SOC 1.0
Unmonitored Activities

Outside SOC 1.0’s reach
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Tectonic Shift in the Market 
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On Premise SOC 1.0

Elastica CloudSOC

Risk Assessment

IDS/IPS

Firewall

eDiscovery

DLP

SIEM

eDiscovery
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Firewall

DLP

IDS/IPS

Risk Assessment
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Visibility
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Visibility
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Visibility
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Visibility
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Control
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Control
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Audit
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Full Coverage of the Attack Lifecycle
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Elastica CloudSOC

Audit use of Cloud Services

Investigate Cloud Activity

Detect Threatening Activity

Enforce Policies & Controls

&

Risky Data Exposures
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Data Science PoweredTM Cloud App Security
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Elastica GW

Cloud APIs

FW Logs

Elastica
CloudSOC™

Business Readiness Rating™

ThreatScore™

Content Classification

Granular Cloud Usage

PII PCI PHI Source Code

StreamIQ™

Machine Learning. Semantic Analysis. Natural Language Processing. Graph Theory.  
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Demo
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Review Elastica’s E-Books and Infographics

https://drive.google.com/a/elastica.co/file/d/0B9sBXH2cgOEuei1KdTJlN280bzg/view?usp=sharing
https://drive.google.com/a/elastica.co/file/d/0B9sBXH2cgOEuYmZ1c1dMWnBvcWM/view?usp=sharing
https://drive.google.com/a/elastica.co/file/d/0B9sBXH2cgOEuLWEwZWF6ZUN3VXM/view?usp=sharing
https://drive.google.com/a/elastica.co/file/d/0B9sBXH2cgOEuY1ZkVlVzM1VFeG8/view?usp=sharing
https://drive.google.com/a/elastica.co/file/d/0B9sBXH2cgOEuUkNoM3N3LU9SV1E/view?usp=sharing
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Thank You!


