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Today’'s Cloud Security Challenges P cosiica
The genie is not going back into the bottle!
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New Explosive Market: Security for Cloud Apps P costco

$1 30 B Cloud Apps Market by 2020 Even Microsoft Turning its

Sales Model on its Head!

Figure 3 Forecast: Global Public Cloud Market Size, 2011 To 2020

#) The spreadsheet detailing this forecast is available online. Subscribe to 0365 and get
$180 Desktop Apps Free!!
$160 A New Kind of

i Security Stack
for this fast growing
5120 market!
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2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020
BPaaS () 0.15 023 035 053 080 126 195 293 428 600 766 9.08 1002
SaaS(S) 556 809 1340 2121 33.09 4722 63.19 78.43 92.75 105.49 11639 125.52 132.57
PaaS(s) 005 012 031 082 208 438 739 980 1126 1194 1215 1210 1191
laaS($) 006 024 1.02 294 499 575 589 582 565 545 523 501 478

58161 Source: Forrester Research, Inc.
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Common Causes Of Cloud Data Breach P cosiica

Three Main Threat Vectors For Cloud Apps

oq
&

Insider
- — -
Iy

\
| v

No malicious intent - just bad practice
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Broad sharing of data outside of specified groups

Moving restricted data between services

Sending data to external sources without considering implica
tions

Failing to limit collaborators to appropriate groups

Determined internal threat — difficult to predict

Disgruntled employee

Dishonest Employee

Employee leaving to join competitor
Terminated employee who still has access
Uploading critical data to personal storage

Compromised devices or credentials

Phishing attacks

Man in the middle
Keystroke loggers
Stolen device

Stolen credentials
Socially engineered theft
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Tectonic Shift in the Market

’ elastica

Unmonitored Activities

eDiscovery
SIEM
Firewall
DLP
IDS/IPS

Risk Assessment

On Premise SOC 1.0

Outside SOC 1.0’s reach
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Tectonic Shift in the Market

’ elastica

eDiscovery

SIEM

Firewall

DLP

IDS/IPS

Risk Assessment

On Premise SOC 1.0

Copyright (C) 2015 Elastica, Inc. Confidential Information. Do Not Distribute.

G Ly

o

& L&
ORACLE" ¢harePoint  Exchange




Visibility P cosica

_ W
ramazon
"7 webseryices'

boxbt}

Elastica
CloudSOC™

Non-Managed Managed
Devices Devices

Copyright (C) 2015 Elastica, Inc. Confidential Information. Do Not Distribute.



Visibility P cosica
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Visibility P cosica
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Visibility P cosica
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CO n trO I ’ elastica
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Full Coverage of the Attack Lifecycle )

<BEFORE

DURING

< AFTER <

Audit use of Cloud Services

INVESTIGATE

ransactons

Detect Threatening Activity

&
Risky Data Exposures

Enforce Policies & Controls

Investigate Cloud Activity

INVESTIGATE

ransacbons
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Data Science Powered™ Cloud App Security ) R
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Demo ’ elastica

AUDIT DETECT

Audit Shadow-IT & hundreds of ¥ Y. Detect Threats in usage of
cloud apps and services used . your cloud apps and services

by your employees
® Machine learned ThreatScore™

@® Find their Business ¥ Y for each account

Readiness Rating” ® Detect malware targeting

® Provide your preferences cloud assets
to auto-match your

: ldentify malicious users
requirements

® Perform side-by-side analysis
for similar apps

PROTECT INVESTIGATE

Protect your assets in cloud by Investigate granular user
enforcing policies automatically transactions on cloud apps

| and services
® Global policies map across
multiple cloud services ® Intuitive visualization to help

® ThreatScore™ based simple connect dots

policies to avoid breaches ® Forensics and Discovery
Protect against data loss and v enabled on big data

lack of compliance Easy for Legal and HR use
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Review Elastica’s E-Books and Infographics clastica
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https://drive.google.com/a/elastica.co/file/d/0B9sBXH2cgOEuei1KdTJlN280bzg/view?usp=sharing
https://drive.google.com/a/elastica.co/file/d/0B9sBXH2cgOEuYmZ1c1dMWnBvcWM/view?usp=sharing
https://drive.google.com/a/elastica.co/file/d/0B9sBXH2cgOEuLWEwZWF6ZUN3VXM/view?usp=sharing
https://drive.google.com/a/elastica.co/file/d/0B9sBXH2cgOEuY1ZkVlVzM1VFeG8/view?usp=sharing
https://drive.google.com/a/elastica.co/file/d/0B9sBXH2cgOEuUkNoM3N3LU9SV1E/view?usp=sharing
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Thank You!
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